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1. Purpose of this document

This document has been created to outline what the national switch on of prospective
patient access to GP records means for primary care, and how it can be successfully
managed in GP practices.

This document acts as a reference guide to those involved in the process, including
practice administration staff and GPs. It contains supporting information on
communication about the service to patients and how to establish a new workflow for
the practice. It details anticipated benefits and signposts to published resources to
facilitate successful management of this change.

It also outlines the key findings and information from the early adopter GP practices,
who have enabled access to GP records for their patients ahead of the default access
change.

This document is a recommended, rather than mandatory, approach. Each section has
been written as a ‘standalone’ to provide users with information under the particular
subject they are interested in without having to review the whole document.

The intended audience for this document is primary care/general practice staff, Local
Medical Committee, primary care commissioners, primary care networks and integrated
care systems supporting the management of patient’s access to GP records.

Supporting useful information

e External FAQ can be found via the following link:
https://digital.nhs.uk/services/nhs-app/nhs-app-guidance-for-gp-
practices/accelerating-patient-access-to-their-record/access-to-patient-records-
responses-to-commonly-asked-questions

e You can find more information about the programme via the website:
https://digital.nhs.uk/services/nhs-app/nhs-app-guidance-for-gp-
practices/accelerating-patient-access-to-their-record

https://digital.nhs.uk/records
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2. Context - patient access to GP records overview

Patients with online accounts such as through the NHS App? will be able to read new
entries in their health record as of 1 November 2022 by default. This default access
change applies to patients whose practices use TPP’s SystmOne and EMIS GP clinical
systems. Arrangements for practices that use Cegedim (Vision) as the clinical system
are under discussion. We are encouraging GP practices to consider increasing the
number of patients who have online access and/or enhance their level of access
gradually over coming months prior to automatic rollout. How this is achieved should be
locally determined and may include wider patient promotion or improving the current
default access level being provided. If practices would like to make prospective access
available to all of their patients ahead of November, they can contact
england.NHSEimplementation@nhs.net who can support early deployment.

GP IT systems are being reconfigured so that existing online users have access to their
future, or prospective, records entered after this change is made, including free-text and
documents. New online users set up after this date will receive this level of access by
default. General practices will be able to customise, or in rare cases remove, access for
individuals, if having access to future or prospective GP records is deemed
inappropriate or harmful.

The change supports the national strategy Data Saves Lives: reshaping health and
social care with data, and reaffirms the NHS Long Term Plan commitment of making it
easier for patients to digitally access their GP-held record. It means GPs will need to
consider whether specific entries should be redacted whilst entering them into the
clinical system. Importantly, when dealing with information which is likely to cause an
individual distress, such as a positive test result, practices should ensure that the
appropriate health and care professional has spoken to the individual before adding it to
their record. Patients will not see personal information — such as test results — until they
have been checked and filed, giving clinicians the chance to contact and speak to
patients first.

Research shows that increasing numbers of people want easy access to their own
health information?, including four out of five of the 28 million NHS App users. In the
recent GP Patient Survey, the proportion of patients who reported accessing their
medical records online more than doubled over the last year (16.5% compared with
7.1% in 2021). Better access enables patients to become partners in managing their
health, and can help reduce queries to general practice, thereby relieving administrative
workload. Over 12 million patients already benefit from a degree of access to their
online records, with 2.1 million being able to see newly added records. Every person is
entitled to this.

1 Please note: This change will apply to the NHS App and all other_approved patient-facing services apps
that provide record access, for example Evergreen, Airmid, SystmOne and Patient Access.

2 NHS App turns three with 22 million users - NHS Digital
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The change also supports existing General Medical Services (GMS) contract obligations
to promote and offer online patient access to all future information, unless exceptional
circumstances apply.

Information about enabling patients to view their medical record digitally and what it
means for general practice can be found on the NHS Digital Website.

There are a number of resources available to support preparing for the change,
including a series of webinars for practices and commissioners. These are available at
https://digital.nhs.uk/records and include:

e An updated Royal College of General Practitioners (RCGP) GP Online Services
toolkit. Providing general practice guidance to manage online records access
effectively, efficiently, safely and securely.

e A series of short videos on key topics including: an overview of upcoming
changes; when and how to redact information; when to decline access to
records; and conducting/documenting consultations that empower patients when
they access their records.

e Details of what we have learned from the early adopter sites, including materials
and GPIT system reports/protocols that they used to successfully prepare.

e A package of communication materials for general practice teams to use to
inform their patients.

e Information Governance (IG) Guidance and a national template to support a Data
Privacy Impact Assessment by a practice team.

Time to prepare before 1 November 2022 launch

Following engagement with RCGP, we committed to their recommendation of providing
GP teams with a minimum preparation time of 2 months for this change. By confirming

that the change will take place on 1 November 2022, there is additional time for teams

to prepare, access support, identify individuals potentially at-risk, build staff confidence
and embed training.

General practice is contractually obliged to offer this facility to patients. We anticipate
that with the assistance outlined above and in the rest of this blueprint, alongside
commissioner support, that the change to default access of prospective records will be
successfully deployed on 1 November. Patients will be able to view their online data in
their GP record, as it is entered from that date. Practices and commissioners must be
confident that the service can be provided safely. Practices should contact their
commissioner where they see challenges with providing the necessary safeguards, so
that commissioners can work supportively with them ahead of 1 November. We thank
you in advance for your support in achieving this first step towards greater citizen
access to health records.
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2.1 Why are we making this change

It's our responsibility to deliver truly patient-centric care, and put people before systems:
people need better access to their personal health and care data, and to understand
how it's used. Prospective (future) patient record access is part of a wider movement
driving patient empowerment that has been gaining momentum. Better access to health
information enables patients to become partners in managing their health, thereby
reducing burden on healthcare staff, whilst improving health outcomes and patient and
staff satisfaction. Without this access, patient understanding is heavily reliant on their
precious interactions with staff, or external sources.

The 2015 GP Contract required practices to promote and offer access to historic
information held in coded form. While some practices did this, it was acknowledged as a
challenging and time-consuming process for practices and patients. As our
understanding of the importance and value of health and care data evolved, so has our
commitment to provide patients with access to their health records. In 2019, the
updated GP contract required them to offer patients online access to their prospective
records, unless exceptional circumstances apply (such as safeguarding concerns).

A number of systematic reviews examining online record access have identified a
number of key potential benefits:

e Expanded health knowledge and feeling of autonomy: access to health
records can empower patients and carers, leading to increased knowledge and
health literacy. People who can access their own health information have been
shown to have greater compliance with treatment regimens, a better
understanding of their conditions and could improve patient self-care and safety.
People can also review up-to-date and relevant information before or after their
consultation, at any time of the day. They can also ask family members or friends
for support, for example when a record may need sharing to gain a fuller
understanding.

e Improved data quality by allowing patients to review and, if necessary, contact
their general practice to correct their records, if required. For example, record
access positively impacts on clinical indicators e.g. glycated haemoglobin
(HbAlc) in diabetic patients

e Increased patient safety as a result of increased information sharing via GP
digital services, through improved data quality and accuracy.

e Improved patient experience and satisfaction - enhancing their health and
wellbeing - by removing workflow inefficiencies (such as the need for service
users to contact general practice to get blood test results and referral
notifications); improving visibility and understanding of their own health and care
records; and higher data quality.




e Increased ability for patients to make more informed decisions about their
health and care, leading to increased satisfaction and wellbeing.

Sharing this information by default will reduce the burden on GPs long term, where they
are currently required to manually share this information upon individual patient
requests: the number of people who would like visibility of their records vastly outweighs
the number of people who require limited/restricted access to their records due to the
risk of serious harm.

This change is expected to reduce workload for general practice staff long term by
removing the need for people to contact the practice, for example to see negative test
results and referral letters.

3. Early adopters

General practices were given the opportunity to become early adopters, and to grant
prospective access to their patients ahead of the planned default change to access.
Currently, sixteen general practices have gone live with this change, and have enabled
prospective access for their patients, where appropriate.

Early adopter sites have worked with the programme team to share key learnings,
lessons and the benefits of GP-held record access. Information and feedback has been
collected through various routes, such as primary care system supplier data
submissions, practice surveys and a survey collecting feedback directly from patients.

The programme will continue to run the early adopter scheme to gather further
feedback: the shared learning sections of this document will be updated with this
information. The following sections summarise the initial key findings to date from the
early adopter sites.

3.1 Implementation

All early adopter sites had similar approaches to implementing patient access at their
practices. Feedback details that the following key steps were taken:

e Encouraged advocacy by identifying practice staff who could be champions to
drive and support this change

e Raised awareness and involvement through regular communications and
engagement sessions with staff

e Developed new processes and policies at the practice; this included revision of
Standard Operating Procedures (SOPSs)

e Provided training to all relevant staff groups on redaction and patient data
management




e Restricted access for patients who were identified as having a potential ongoing
risk of serious harm from having access to their health information, or where they
were unable to keep online access to their records secure

3.2 Concerns and mitigations

Early adopter sites had varying levels of concerns prior to the switch on of prospective
access at their practice, these included:

e administrative staff's names appearing in the record

e third party data being entered into the record

e safeguarding information being shared with a patient inappropriately or accessed
inappropriately by a third party

e increased volume of enquiries from patients

Their concerns were mitigated by:

e training and discussions with practice staff around what should be put in the
record

e training sessions on how to redact or hide entries from the patient

ensuring staff were briefed before access was enabled

e promoting the benefits of patient access to GP records to the practice staff and
patients

e ensuring staff have the information needed to respond to patient queries

3.3 Clinical safety incidents and near misses

Early adopter sites were asked to report immediately any clinical safety incidents or
near misses, lessons learned, risks and issues and concerns. Additionally, practices
were given the opportunity to raise any issues during regular catch-up sessions. No
incidents or near misses have been reported to date to by early adopter sites.

3.4 Workload impact

Early adopter sites reported that, when switching on prospective access for their
patients, they did not see an increase in workload. Some practices advised that they
had perceived it to have reduced their workload, due to less Subject Access Requests
(SARSs) from patients and a reduced administrative burden on GP and reception staff
resulting from the removal of requests for access.

Practices were asked to record the number of telephone and email queries from
patients regarding their GP record. So far, early adopter sites have reported very
minimal queries (under 10 in a 6-week period post go live). We will continue to track the
number of queries and update this document accordingly. Qualitative feedback from
staff within our early adopter sites says:




“We have next to no subject access requests as our patients already have
access to their records.”

“Our receptionists can be doing other work instead of answering calls about test
results.”

In cases where a patient queried data in their health record - such as by flagging
incorrect clinical information - it is important that this is viewed positively, as it will
improve data quality and accuracy in patient records and therefore improve clinical
safety.

3.5 Benefits to patients

A survey has been distributed to patients of the early adopter practices via Short
Message Service (SMS) to capture their experience of accessing their medical records.
The findings will be added to this document once analysis is complete.

4, Benefits of patient access to GP health records

Benefits of patient access to GP health records for both GP practices and patients will
continue to be reviewed and defined throughout the delivery of the programme. The
following benefits have been identified:

Benefit Description

1 Reduction in phone calls to Patient access to GP records via the NHS App will lead to a

GPs around patient record reduction in workload for general practice staff as patients will
access from patients have access to blood test results, previous medications,
wanting to know their health  allergies etc. As a result, practice staff will have more time to
information tend to other queries, improving overall efficiency. These

efficiencies can lead to better streamlining of activities,
increased staff satisfaction via workload reduction, increased
productivity - helped by fewer phone calls to the practice -
and lead to a better experience for patients who find it easier
to get through on the phone and spend less time on hold.
2 | Reduction of footfall in As patients will now have access via the NHS App, they will
practice reduce the need to go in person to collect blood test
results/other record related documents. As a result this
reduces traffic in general practices, potentially improving
patient and staff satisfaction. This also supports the Greener
NHS programme by reducing the need for patients to drive to
the practice
3 Increased patient Current patient satisfaction levels are low with regards to the
satisfaction with NHS App level of record access many have within the NHS App. By
providing records access, overall patient satisfaction should
increase - particularly around record access.
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Benefit Description

4 Improved communications If patients need medical attention in other services, they will
between patients and other be able to show records to other health care professionals
health services (HCP) via the NHS App. This allows patients to co-manage

their health, having more involvement in their care and being
able to provide medical evidence when communicating.

5 Increased patient ownership Better information can empower patients and carers, leading
of their own care to increased health knowledge and health literacy. This in

turn can be demonstrated to lead to improved patient
satisfaction and wellbeing. Accessing online records means
that patients can re-read notes pre- or post-consultation
(including out of hours). This provides more meaningful
involvement resulting in more shared decision-making
between patients and health professionals and increased
patient ownership of their own care. Access to health records
has also been shown to increase the propensity to follow care
plans, due to better patient understanding and visibility.

6 Improved patient safety due | Record access could improve data quality by reducing errors,
to opportunity to correct duplications, complaints and erroneous drug doses, and
inconsistencies ultimately improve patient safety. In addition, patients will be

able to verify the data inputted around allergies, which could
result in better health outcomes.

The success of handing power to patients is exemplified worldwide. In the United
States, the OpenNotes programme studied the effects of transparent communications
between clinicians and patients, with patients showing improved understanding of their
health and care. In the UK, Dr Brian McMillan, has undertaken research in this area at
Manchester University, and agrees that patients feel working in this way ensures
greater collaboration between patient and GP.

Dr Nikita Kanani, Medical Director of Primary Care, spoke with clinical colleagues
across the country, where record access is routinely available, and was told that their
initial concerns - ensuring records were legible for all patients - have now been replaced
with confidence. We understand that it will take time for staff to feel confident with
routine patient record access, and to consider the impact of each entry, but - like so
many other things - this will eventually become second nature, and we will all reap the
benefits.
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5. Support and guidance

There are a range of resources that have been created in order to support general
practices. The sections below outline the resources and provide links to where the
information is stored.

The following subsections outline the information collated from the early adopters that
give guidance on the steps that practice teams should consider before patient access to
GP records is implemented.

5.1 Information Governance

Practice teams need to ensure that there is agreement on what cohorts of patients and

what information will need to be redacted (make invisible from patient view) from online
access. There is guidance within section 6 - Published Guidance and Resources that
shows users how to redact information from an EMIS or TPP GP record.

An approach should be agreed within the practice for identifying these groups and how
information will be withheld from the record. Please see the information below for what
practices need to do before the change is implemented.

5.2 Data Protection Impact Assessment and Information Governance portal

The Accelerating Patient Access to GP Records Programme has developed some
FAQs and a Data Protection Impact Assessment (DPIA) template to assist GPs with the
upcoming change in providing patients access to their health record. These documents
can be found within the Information Governance portal below.

Access to patient records through the NHS App - NHS Transformation Directorate
(nhsx.nhs.uk)

5.3 Establishing new workflow for your practice

Below is a list of actions that practices should go through to ensure that staff at the
practice are prepared for the new ways of working once access to health records has
been switched on.

1. Staff awareness and It is essential that partners in practices are aware of and
training actively support the change. We recommend
nominating a champion who can lead on the
preparation and communication to the rest of the
practice staff.
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Ensure that practice staff are aware of the changes.
Effective ways of communicating are via presentations
or information at practice meetings/dedicated training
sessions/Multi-Disciplinary Team (MDT) sessions.

Consider recording presentations so they are available
to staff members who may not be at meetings.

If patients have access to a Patient Facing Service
(PFS), practice staff need to be aware that patients will
immediately be able to see what has been entered onto
their medical record, when automatic records access is
enabled.

Ensure that all practice staff, including locums and
external staff who use the practices’ clinical system,
have had training on documentation and redacting
relevant sensitive information.

Over 50% of eligible patients® have downloaded the
NHS App — it should be assumed that a patient having
a consultation will have the NHS App.

To avoid the patient inadvertently being able to view
clinical reports/documentation, it is important for all staff
(including workflow administrators AND clinicians)
involved in document processing to be aware of how to
prevent online access to any document that is
considered not suitable for online view whilst it is being
processed and before it is filed into the record.

It is crucial that all staff are made aware of the
requirement for safeguarding of vulnerable patients.
This includes the appropriate redaction of data, or - in
rare cases - the removal of access entirely. Staff should
identify and be aware of vulnerable patients and the
potential safeguarding requirements. For more
information about safeguarding, please see Appendix 2.

All practice staff who read, review, create actions and
file or save documents need to know how to redact
documents that contain safeguarding or sensitive
information from online view whilst they are being
processed. This includes both workflow administrators
and clinicians.

2. Patient communications Ensure that practices communicate and involve their
patient participation groups. These patients may be

3 NHS App turns three with 22 million users - NHS Digital
12



https://digital.nhs.uk/news/2021/nhs-app-turns-three-with-22-million-users

able to offer advice on how best to communicate these
changes to patients. The central programme team has
engaged with multiple patient representative groups
and worked with them to create suitable messaging.

3. Internal processes Practices should organise a meeting with the relevant

staff to map current processes the practice has in place
for managing patient data - e.qg. filing test results and
redacting information from records initially.

Following this, the same group should map the ‘future’
processes and define any new ways of working that are
required - including who is responsible for which parts
of the process - and ensure the new processes are
known to all staff involved.

Consider and review the internal processes of note-
keeping in practices.

Practices are advised to review internal processes,
including document management. If a document is fully
processed and filed into the record before the document
is prevented from being made accessible online, then
the patient will be able to view the document online in
between these two actions.

NB: Safeguarding documents shared with practices can include:

Invitations to strategy meetings

Invitations to Child Protection Conferences
Invitations to Adult Safeguarding Conferences
Requests of information

Child Protection Conference Reports

Adult Safeguarding Conference Reports

Safeguarding information held within patient’s notes who are new to the
practice

Referrals to children’s or adult social care made by Primary Care staff
Multi-Agency Risk Assessment Conference (MARAC) minutes
Multi-Agency Public Protection Arrangements (MAPPA)

Channel Panel minutes

Domestic abuse notifications from police

13



e Cause for Concern notifications sent from A&E departments (to note these
might be sent in the child’s name but frequently contain information about
a parental attendance at hospital with e.g. self harm or substance misuse)

5.4 Primary care system supplier codes to support safe access to GP records

There are protocols that have been developed by NHS Bath and North East Somerset,
Swindon and Wiltshire Clinical Commissioning Group, Named Safeguarding GPs that
can be used by practices to identify patients who may need review before a decision is
made on whether they should be granted access to their GP records.

This helps to ensure that access is given to the right patients in the safest way possible.

See 7.1 Appendix 1 - Instructions for practices who want to use protocols to help
manage specific cohorts of patients.

5.5 Using existing tools within the practice to support safeguarding

Some early adopter practices are using iGPR - a medical report support tool - which
they already had in place, to support the identification of any records that may need
review.
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6. Published Guidance and Resources

6.1 Guidance for GP practices
Published guidance and resources for GP practices can be found in the below table.

Title Description Link
1 GP practice This comprehensive checklist has = GP practice readiness
readiness checklist  been developed to provide GP checkilist

practices with guidance on how to
prepare for the default access

change
2 Royal College of This toolkit has been written by GP online services toolkit
General the RCGP, as part of this
Practitioners programme in collaboration with
(RCGP) - Patient NHS England, for GPs, nurses
Online toolkit and practice staff to offer GP

Online Services to patients
effectively, efficiently, safely and

securely.

3 FutureNHS GP A resource library has been FutureNHS GP Online
Online Services developed on the NHS Futures Services
(Accelerating webpage. This library contains
Record Access) helpful information including

slides and recordings of
webinars, answers to FAQs and
links to system supplier
information, etc.

4| System supplier Guidance on the changes that will = Accelerated Access Guide
information and be visible in SystmOne and
guidance - TPP information on how practices can
prepare for this change.
5 System supplier EMIS is working on a series of Online Services — Full record
information and enhancements to the EMIS Web  access
guidance - EMIS Online Services (also known as

Patient Facing Services)
capabilities. Information can be
found on how practices can
prepare for this change.

6 Using Enhanced Guidance on using SNOMED Using Enhanced Review
Review (SNOMED) codes to prevent patients from (SNOMED) codes when
codes when giving a = automatically being able to see giving a patient access to
patient access to new entries (where appropriate).  their health record

their health record

7 YouTube films A series of short films to support = Giving patients access to
GP practices with key actions future general practice
required when patients have records

access to their medical record.
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Title Description

8 NHS App guidance What GP practices need to know

about the NHS App.

9 How to set up atest
patient in the NHS

App

Guidance on how to set up a test
patient in the NHS App —
practices may wish to do this so
they can see how information
appears to patients.

6.2 Guidance for patients

Link

Why and when to make
information not visible in
patient records

When to consider not
providing record access to a

patient

How to redact on TPP
SystmOne

How to redact in EMIS Web

Conducting and documenting
consultations that empower
patients when they access
their records

NHS App guidance

Set up an NHS App test
patient

Published guidance and resources for patients can be found in the below table.

Title
1 Using online services

Description

online services.
2 | Patient information

guides patients understand how GP

Online Services works and how

they can use them.

3 Online access videos

can support patients.

4 | NHS account help and
support for patients

NHS services online.

Information for patients on using

Patient information guides to help

Videos about how online access

Everything patients need to know
about their NHS account and the
NHS App, to help them access

Link
Using online services

Patient information
quides (downloadable)

Online access videos -
YouTube

NHS account help and
support for patients
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https://youtu.be/e9K32Vbf5zM
https://youtu.be/e9K32Vbf5zM
https://youtu.be/e9K32Vbf5zM
https://youtu.be/51QcqkYG7VM
https://youtu.be/51QcqkYG7VM
https://youtu.be/51QcqkYG7VM
https://youtu.be/hwwQcuZmT_I
https://youtu.be/hwwQcuZmT_I
https://youtu.be/96vv_TPE_xE
https://youtu.be/IWChIQ2D5y4
https://youtu.be/IWChIQ2D5y4
https://youtu.be/IWChIQ2D5y4
https://youtu.be/IWChIQ2D5y4
https://digital.nhs.uk/services/nhs-app/nhs-app-guidance-for-gp-practices
https://digital.nhs.uk/services/nhs-app/nhs-app-guidance-for-gp-practices/set-up-a-test-patient
https://digital.nhs.uk/services/nhs-app/nhs-app-guidance-for-gp-practices/set-up-a-test-patient
https://www.nhs.uk/nhs-services/gps/using-online-services/
https://www.england.nhs.uk/gp-online-services/support/supporting-material/patient-information-guides/
https://www.england.nhs.uk/gp-online-services/support/supporting-material/patient-information-guides/
https://www.youtube.com/playlist?list=PL6IQwMACXkj3jXps4MfsJ8IKjiHFcFYrY
https://www.youtube.com/playlist?list=PL6IQwMACXkj3jXps4MfsJ8IKjiHFcFYrY
https://www.nhs.uk/nhs-app/nhs-app-help-and-support/
https://www.nhs.uk/nhs-app/nhs-app-help-and-support/

6.3 Communication

Draft patient communications for practices have been developed to promote patient
access to their GP records via the NHS App, and can be found on the NHS Digital

website.

Information to promote the NHS App and resources - such as posters and leaflets to
print, a film to show on your waiting room screen, guidance on using text messages and
more - can be found within the NHS App guidance on the NHS Digital Website.

The below table shows some of the different stakeholder groups that this change will be
communicated to, and the channels by which it will be disseminated.

Primary care
workforce

Integrated Care
System (ICS)
commissioners

Patient
organisations

And
organisations
representing
‘vulnerable’
communities

All clinical practice staff

GP practice managers and
staff

Practice admin staff inc. GP
IT facilitators

Primary Care Networks
NHS/E primary care ICT
teams

Primary care commissioners

Healthwatch

National Voices

Health & Wellbeing Alliance
Patient Representatives
UseMYData

Voluntary, Community and
Social Enterprise Health and
Wellbeing Alliance

Carers UK

Learning Disability England
Mind

NAS

Refugee Action

Faith action

How / channels

Primary care bulletin

Healthcare leaders bulletin
Transformation Directorate bulletin
RCGP bulletins

Primary care webinar

Primary care social channels
NHSD website

Practice Managers Association
Newsletters and social media
Clinicians and NHSE/I clinical rep
LMCs

Programme team change
management webinars

Integrated Care System (ICS)
bulletin

Dedicated webinars for ICS and
primary care commissioners
Monthly ICS comms leads call

Small group engagement meetings
National stakeholder engagement
session

Partner organisation
communications channels, such as
their website, newsletters, social
media etc., as appropriate
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https://digital.nhs.uk/services/nhs-app/nhs-app-guidance-for-gp-practices/guidance-on-nhs-app-features/accelerating-patient-access-to-their-record/gp-practice-readiness-checklist?key=GlfOTpvfWeNUl2p6d0HLRj7GrAAisyn7tCcOZhZrdXoWuesTCBtAP8kuDNpUZuHL#patient-communications-for-practices
https://digital.nhs.uk/services/nhs-app/nhs-app-guidance-for-gp-practices/guidance-on-nhs-app-features/accelerating-patient-access-to-their-record/gp-practice-readiness-checklist?key=GlfOTpvfWeNUl2p6d0HLRj7GrAAisyn7tCcOZhZrdXoWuesTCBtAP8kuDNpUZuHL#patient-communications-for-practices
https://digital.nhs.uk/services/nhs-app/nhs-app-guidance-for-gp-practices/tell-your-patients-about-the-nhs-app

Group

Who

Young People's Health

partnership
etc.

How / channels

Patients and
public

Users of the NHS App
Users of other digital Patient
Facing Service (PFS)
Users of GP practices

Via nhs.uk
Via NHS App messaging
Messages via primary care
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7. Appendices

7.1 Appendix 1 - Instructions for practices who want to use protocols to help
manage specific cohorts of patients.

A comprehensive Equality and Health Inequalities Impact Assessment (EHIA) was
undertaken to ensure that any potential impact (positive or negative) on people from the
nine protected characteristic groups* was understood.

The assessment process specifically assessed the impact of future record access
provision, from the perspectives of equality and health inequalities. This included detail
from an earlier EHIA carried out on the NHS App.

NHS Bath and North East Somerset, Swindon and Wiltshire Clinical Commissioning
Group, Named Safeguarding GPs have developed some supporting guidance: these
have been shared below as good practice.

It should be noted that these code lists and processes are a mitigation and rely on
patient records being coded to show they may lack capacity or have safeguarding
concerns correctly within the record, before these tools are used by practices.

TPP - Enhanced review Code - | Those who potentially lack the capacity to make this
excluding those with decision should have the code “enhanced review
enhanced review code indicated before granting access to their own health
record” added to their record so that this prompts review
with the patient before access is granted.

EMIS - Enhanced review Code

- excluding those with These instructions exclude those who have the code in

enhanced review code their record, “enhanced review indicated before granting
access to their health record,” from the access being
switched on, and also exclude anyone under 16.

Process for developing Process by which the above instructions were created for

instructions the addition of the code, “enhanced review indicated
before granting access to own health records” to the
record of any patient that may lack capacity.

4 Protected characteristics - Equality Act 2010
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https://future.nhs.uk/NHSXImplementation/view?objectId=140059749
https://future.nhs.uk/NHSXImplementation/view?objectId=140059749
https://future.nhs.uk/NHSXImplementation/view?objectId=140059749
https://future.nhs.uk/NHSXImplementation/view?objectId=140059589
https://future.nhs.uk/NHSXImplementation/view?objectId=140059589
https://future.nhs.uk/NHSXImplementation/view?objectId=140059589
https://future.nhs.uk/NHSXImplementation/view?objectId=140059333
https://future.nhs.uk/NHSXImplementation/view?objectId=140059333
https://www.legislation.gov.uk/ukpga/2010/15/section/4

Pop up Box - Existing The purpose of the pop-up box is to prompt the primary

safequarding code (TPP only) | care staff member as to whether they would like to allow
patient online access to a record entry where a
safeguarding code exists in a patient record.

The pop-up box triggers can be amended once the pop-up
box is up and running within a surgery.

Screening documents This document is for clinicians and admin staff who are
processing documents that have already been scanned in.

If a document is fully processed and filed into the record
before the document is prevented from being visible
online, then the patient will be able to view the document
online in between these two actions.

It is important for all staff involved in document processing
to be aware of how to prevent online access to a
document whilst it is being processed and before it is filed
into the record, to avoid the patient inadvertently being
able to view the document.

7.2 Appendix 2 - Ensuring the safety / safeguarding of patients and their health
information.

o For the vast majority of patients, digital access does not pose a specific risk -
indeed it enables people to better manage and understand their health and
care, and it can reduce harm.

e For a minority of patients who are considered vulnerable, access could
potentially be harmful. We have worked with safeguarding experts to mitigate
these risks.

e Vulnerable patient groups include (but are not limited to): people at risk of
domestic violence or in coercive relationships, LGBTQ+ community, young
people, those with learning disabilities, people with suboptimal mental health,
people in marginalised groups, etc.

e The programme team have worked with safeguarding experts to identify and
mitigate these risks as far as is reasonably practicable, and are providing
guidance to support training and the use of tools which can identify patients at
risk, remove references to information that may harm a patient or to exclude a
patient from access to their records where there is a serious risk of harm.
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https://future.nhs.uk/NHSXImplementation/view?objectId=140059813
https://future.nhs.uk/NHSXImplementation/view?objectId=140059813
https://future.nhs.uk/NHSXImplementation/view?objectId=140059845

The programme is continuing to engage and work closely with stakeholders
including professional bodies, safeguarding leads, LMCs and patient groups,
to ensure awareness of the changes and to support practices and wider
workforce to provide access safely, with appropriate guidance.

General practice will have the ability to exclude people from these changes if
they should not have access. They will also be able to change settings to
remove access should someone’s situation change and place them at risk.
GPs will need to consider the potential impact of each entry, including
documents and test results, as they add them to a patient’s record. If an
individual entry should not be made visible to a patient, it can be redacted
before it is filed and patient visibility is granted.

Patients will not see personal information — such as positive test results — until
they have been checked and filed to the clinical IT system, giving clinicians
the chance to contact and speak to patients first.
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